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Project Blue Sky
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What is Project Blue Sky?
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Blue Sky Web App Tools

• Community Blog

• Academy

• Open Chat & Personal Azure Indexing

• Repository Chat

• Deep Research Chat 

• Code Review Clinic

• Documentation Generator

• Platform Integrations

• Research Center

• Cybersecurity Monitoring (CPAMS)
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The Problem: Post-Market Cyber Risk

• Medical devices contain third-party software components (SBOM)
• Bluetooth stacks, TCP/IP libraries, RTOS kernels, wireless chipsets

• New CVEs are published daily — manual monitoring is not scalable
• NVD publishes 20,000+ CVEs per year

• Relevant vulnerabilities may go undetected for months

• Regulators require ongoing post-market surveillance
• Manufacturers must assess exploitability and patient risk

• Challenge: Correlate CVEs to your specific software inventory
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CPAMS — System Overview

• Integrated into BlueSky: an AI-augmented engineering platform

• Multiphase pipeline:
• Input →  SBOM, Keywords

• Acquire  →  Vulnerability search (NVD, Web, Azure Vector DB)

• Analyze →  Dual-path. AI analysis / Semantic correlation against software inventory

• Report 

• User-configurable keywords, web domains, and SBOM index

• Exports: CSV, JSON, Markdown AI report

• Built on: Python, Streamlit, LangChain, Azure AI Search 

• LLM: Configurable (GPT-5, Claude Sonnet 4.5, etc.)

• Embedding model: text-embedding-3-large
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CPAMS Architecture
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Architecture & Azure Integration

• Azure SBOM Reference Index
• Stores SBOM documents

• Per-user file storage: custom keywords, domains, filter terms

• Embeddings
• CVEs from NVD

• SBOM key terms
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Input Phase: Multi-Source Vulnerability Search

• SBOM-driven search: extract component names from uploaded inventory

• Custom keyword-driven search

• LLM-enhanced query expansion
• Automatically adds synonyms, vendor names, related technologies

Final Keyword Search List = SBOM + Custom Keywords + LLM expansion

• Year-range and custom filter term support

• Search sources:
• NVD (NIST)  —  official CVE records 

• Vendor Websites —  security advisories, bulletins

• Web Search (Tavily API) —  supplemental CVE advisories 
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CPAMS – Input Phase
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Looking at CPAMS Inputs

Custom Keywords File SBOM – Example

Items included in SBOMs are:
• The software packages, libraries, and modules used (open source, commercial, or proprietary)

• Metadata such as creation date, SBOM author, and format details, etc.

• Component version numbers and supplier details
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CPAMS – Acquisition Phase
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Analysis Phase: Path 1 AI Analysis

• Analysis Path 1 — LLM Reasoning
• CVE descriptions + SBOM component list sent to LLM in a prompt as text

• Natural language analysis: contextual, fast, human-readable

• Identifies relevant CVEs with brief justification
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CPAMS – Analysis Phase LLM
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Analysis Path 1: LLM Reasoning
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Analysis Phase: Path 2 Semantic Vector Analysis

• Analysis Path 2 — Semantic Vector Correlation
• SBOM components and CVE descriptions as embeddings

• Cosine similarity score for every SBOM × CVE component pair

• Configurable threshold (default 0.3); outputs confidence levels
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CPAMS – Analysis Phase Semantic Correlation
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Semantic Vector Correlation
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Analysis Path 2: Semantic Vector Correlation
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The CPAMS LLM and Semantic Analyses
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CPAMS – Report Phase
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Key Capabilities & Results

• Automated monitoring reduces manual triage from hours/days to minutes

• SBOM-driven and keyword search filters irrelevant CVEs

• Dual-path analysis provides independent corroboration
• LLM path: fast contextual reasoning
• Semantic path: objective similarity scores (0.0 – 1.0)

• Export package: Markdown report + relevant CVE CSV + JSON

• Configurable for any medical device product line
• Swap SBOM, keywords, and domains per product
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Original Case Study
CyberMonitor_Rigdon.pdf

 Note: final implementation in slides is different

https://rigdonhouse.com/docs/AIML/CyberMonitor_Rigdon.pdf
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Thank you for attending!

Share your experiences at #HWGSEC


	Slide 1: CPAMS Cybersecurity Post-Market Analysis and Monitoring System 
	Slide 2: Project Blue Sky
	Slide 3: What is Project Blue Sky?
	Slide 4: Blue Sky Web App Tools
	Slide 5: The Problem: Post-Market Cyber Risk
	Slide 6: CPAMS — System Overview
	Slide 7: CPAMS Architecture
	Slide 8: Architecture & Azure Integration
	Slide 9: Input Phase: Multi-Source Vulnerability Search
	Slide 10: CPAMS – Input Phase
	Slide 11: Looking at CPAMS Inputs 
	Slide 12: CPAMS – Acquisition Phase
	Slide 13: Analysis Phase: Path 1 AI Analysis
	Slide 14: CPAMS – Analysis Phase LLM
	Slide 15: Analysis Path 1: LLM Reasoning
	Slide 16: Analysis Phase: Path 2 Semantic Vector Analysis
	Slide 17: CPAMS – Analysis Phase Semantic Correlation
	Slide 18: Semantic Vector Correlation
	Slide 19: Analysis Path 2: Semantic Vector Correlation
	Slide 20: The CPAMS LLM and Semantic Analyses 
	Slide 21: CPAMS – Report Phase
	Slide 22: Key Capabilities & Results
	Slide 23: Original Case Study CyberMonitor_Rigdon.pdf   Note: final implementation in slides is different
	Slide 24

